
Time:   2011-04-21T15:24:30 

Benchmark:   config/checks/xccdf/USGCB_ie8_xccdf_xml/benchmark.xml 
Target:   10.7.0.104 

Profile:   united_states_government_configuration_baseline_version_1.1.0.0 

Flat Model Summary 

NC(control was not evaluated) 
NS(control was not selected for evaluation)  

  
Flat Unweighted Model 

ID Group Pass Fail NC NS Score Max % 

0 core-policy  0 12 0 0 0 12 0.00% 

1 Compatibility-view-policy  0 1 0 0 0 1 0.00% 

2 Delete-Browsing-History-policy  0 2 0 0 0 2 0.00% 

3 InPrivate-policy  0 1 0 0 0 1 0.00% 

4 advanced-page-policy  0 6 0 0 0 6 0.00% 

5 security-page-policy  0 1 0 0 0 1 0.00% 

6 InternetZone_LocalComputer  0 31 0 0 0 31 0.00% 

7 IntranetZone_LocalComputer  0 1 0 0 0 1 0.00% 

8 LocalMachineZone_LocalComputer  0 1 0 0 0 1 0.00% 

9 LockedDownInternetZone_LocalComputer  0 2 0 0 0 2 0.00% 

10 LockedDownIntranetZone_LocalComputer  0 1 0 0 0 1 0.00% 

11 LockedDownLocalMachineZone_LocalComputer  0 1 0 0 0 1 0.00% 

12 LockedDownRestrictedSitesZone_LocalComputer  0 1 0 0 0 1 0.00% 

13 LockedDownTrustedSitesZone_LocalComputer  0 1 0 0 0 1 0.00% 

14 RestrictedSitesZone_LocalComputer  0 38 0 0 0 38 0.00% 

15 TrustedSitesZone_LocalComputer  0 1 0 0 0 1 0.00% 

16 periodic_check_for_updates_policy  0 2 0 0 0 2 0.00% 

17 ConsistentMimeHandling_LocalComputer  0 1 0 0 0 1 0.00% 

18 MimeSniffingSafetyFeature_LocalComputer  0 1 0 0 0 1 0.00% 

19 MKProtocolSecurityRestriction_LocalComputer  0 1 0 0 0 1 0.00% 

20 ProtectionFromZoneElevation_LocalComputer  0 1 0 0 0 1 0.00% 

21 RestrictActiveXInstall_LocalComputer  0 1 0 0 0 1 0.00% 

22 RestrictFileDownload_LocalComputer  0 1 0 0 0 1 0.00% 

23 ScriptedWindowSecurityRestrictions_LocalComputer  0 1 0 0 0 1 0.00% 

24 security_patches  0 1 0 0 0 1 0.00% 

25 Total  0 111 0 0 0 111 0.00% 

 

Rule Summary 

0. core-policy 
FAI

L 



 0.1 

  DisableConfiguringHistory_LocalComputer  
   CCE-10387-9 - The "Disable "Configuring History"" machine setting should be configured 

correctly.  
   CCE-66  

 

FAI

L 

 0.2 

  DisableChangingAutomaticConfigurationSettings_LocalComputer  

   CCE-10638-5 - The "Disable changing Automatic Configuration settings" machine setting 

should be configured correctly.  
   CCE-471  

 

FAI

L 

 0.3 

  DoNotAllowUsersEnableDisableAddOns_LocalComputer  

   CCE-10235-0 - The "Do not allow users to enable or disable add-ons" machine setting should 
be configured correctly.  

   CCE-708  

 
FAI
L 

 0.4 

  MakeProxySettingsPerMachine_LocalComputer  
   CCE-9870-7 - The "Make proxy settings per-machine (rather than per-user)" machine setting 

should be configured correctly.  

   CCE-693  

 

FAI

L 

 0.5 

  PreventParticipationInCustomerExperienceImprovementPrograms_LocalComputer  
   CCE-10522-1 - The "Prevent participation in the Customer Experience Improvement Program" 

machine setting should be configured correctly.  
   CCE-495  

 

FAI

L 

 0.6 

  PreventPerformanceOfFirstRunCustomizeSettings_LocalComputer  

   CCE-10641-9 - The "Prevent performance of First Run Customize settings" machine setting 
should be configured correctly.  

   CCE-1006  

 
FAI
L 

 0.7 

  DoNotAllowUsersAddDeleteSites_LocalComputer  

   CCE-10394-5 - The "Security Zones: Do not allow users to add/delete sites" machine setting 
should be configured correctly.  

   CCE-146  

 
FAI
L 

 0.8 

  DoNotAllowUsersChangePolicies_LocalComputer  
   CCE-10037-0 - The "Security Zones: Do not allow users to change policies" machine setting 

should be configured correctly.  

   CCE-833  

 

FAI

L 

 0.9 

  UseOnlyMachineSettings_LocalComputer  
   CCE-10096-6 - The "Security Zones: Use only machine settings" machine setting should be 

configured correctly.  
   CCE-5  

 

FAI

L 

 0.1

0 

  TurnOffCrashDetection_LocalComputer  

   CCE-10594-0 - The "Turn off Crash Detection" machine setting should be configured correctly.  
   CCE-753  

 

FAI

L 

 0.1

1 

  TurnoffManagingSmartScreenFilter_LocalComputer  

   CCE-9973-9 - The "Turn off Managing SmartScreen Filter" machine setting should be 

configured correctly.  
 

FAI

L 

 0.1

2 

  TurnOffSecuritySettingsCheckFeature_LocalComputer  
   CCE-10607-0 - The "Turn off the Security Settings Check feature" machine setting should be 

configured correctly.  
   CCE-1054  

 

FAI

L 

1. Compatibility-view-policy 
FAI

L 

 1.1 

  IncludeUpdatedWebsiteListsFromMicrosoft_LocalComputer  

   CCE-10603-9 - The "Include updated Web site lists from Microsoft" machine setting should be 
configured correctly.  

 
FAI
L 



2. Delete-Browsing-History-policy 
FAI
L 

 2.1 

  ConfigureDeleteBrowsingHistoryonexit_LocalComputer  

   CCE-10590-8 - The "Configure Delete Browsing History on exit" current user setting should be 
configured correctly.  

 

FAI

L 

 2.2 
  PreventDeletingWebsitesthattheUserhasVisited_LocalComputer  
   CCE-10110-5 - The "Prevent Deleting Web sites that the User has Visited" machine setting 

should be configured correctly.  
 

FAI

L 

3. InPrivate-policy 
FAI
L 

 3.1 

  TurnOffInPrivateBrowsing_LocalComputer  

   CCE-9885-5 - The "Turn off InPrivate Browsing" machine setting should be configured 
correctly.  

 

FAI

L 

4. advanced-page-policy 
FAI

L 

 4.1 

  AllowActiveContentFromCD_LocalComputer  

   CCE-10293-9 - The "Allow active content from CDs to run on user machines" machine setting 
should be configured correctly.  

   CCE-964  

 
FAI
L 

 4.2 

  AllowSoftwareRunInstallSignatureInvalid_LocalComputer  
   CCE-10052-9 - The "Allow software to run or install even if the signature is invalid" machine 

setting should be configured correctly.  
   CCE-449  

 

FAI

L 

 4.3 

  AllowThird-PartyBrowserExtensions_LocalComputer  
   CCE-9905-1 - The "Allow third-party browser extensions" machine setting should be 

configured correctly.  
   CCE-598  

 

FAI

L 

 4.4 

  AutomaticallyCheckIEUpdates_LocalComputer  

   CCE-10581-7 - The "Automatically check for Internet Explorer updates" machine setting 
should be configured correctly.  

   CCE-1008  

 
FAI
L 

 4.5 

  CheckServerCertificateRevocation_LocalComputer  

   CCE-10074-3 - The "Check for server certificate revocation" machine setting should be 
configured correctly.  

   CCE-690  

 
FAI
L 

 4.6 

  CheckSignatureDownloadedPrograms_LocalComputer  
   CCE-10055-2 - The "Check for signatures on downloaded programs" machine setting should 

be configured correctly.  
   CCE-1025  

 

FAI

L 

5. security-page-policy 
FAI

L 

 5.1 

  IncludeAllNetworkPaths_LocalComputer  

   CCE-9660-2 - The "Intranet Sites: Include all network paths (UNCs)" machine setting should 
be configured correctly.  

   CCE-876  

 
FAI
L 

6. InternetZone_LocalComputer 
FAI
L 

 6.1 
  AccessDataSourcesAcrossDomains_InternetZone_LocalComputer  
   CCE-10380-4 - The "Access data sources across domains" machine setting should be 

configured correctly for the Internet Zone.  
 

FAI

L 



   CCE-47  

 6.2 

  AllowCutCopyPasteOperationsFromClipboardViaScript_InternetZone_LocalComputer  
   CCE-10002-4 - The "Allow cut, copy or paste operations from the clipboard via script" 

machine setting should be configured correctly for the Internet Zone.  
   CCE-49  

 

FAI

L 

 6.3 

  AllowDragDropOrCopyPasteFiles_InternetZone_LocalComputer  
   CCE-10033-9 - The "Allow drag and drop or copy and paste files" machine setting should be 

configured correctly for the Internet Zone.  
   CCE-685  

 

FAI

L 

 6.4 

  AllowFontDownloads_InternetZone_LocalComputer  

   CCE-10403-4 - The "Allow font downloads" machine setting should be configured correctly for 
the Internet Zone.  

   CCE-491  

 
FAI
L 

 6.5 

  AllowInstallationOfDesktopItems_InternetZone_LocalComputer  

   CCE-9790-7 - The "Allow installation of desktop items" machine setting should be configured 
correctly for the Internet Zone.  

   CCE-355  

 
FAI
L 

 6.6 
  AllowScriptingOfInternetExplorerWebBrowserControl_InternetZone_LocalComputer  
   CCE-9779-0 - The "Allow scripting of Internet Explorer web browser control" current user 

setting should be configured correctly for the Internet Zone.  
 

FAI

L 

 6.7 

  AllowScriptInitiatedWindowsWithoutSizeOrPositionConstraints_InternetZone_Local
Computer  

   CCE-9882-2 - The "Allow script-initiated windows without size or position constraints" machine 

setting should be configured correctly for the Internet Zone.  
   CCE-280  

 

FAI

L 

 6.8 

  AllowScriptlets_InternetZone_LocalComputer  

   CCE-10685-6 - The "Allow Scriptlets" machine setting should be configured correctly for the 
Internet Zone.  

   CCE-439  

 
FAI
L 

 6.9 

  AllowStatusBarUpdatesViaScript_InternetZone_LocalComputer  
   CCE-9750-1 - The "Allow status bar updates via script" machine setting should be configured 

correctly for the Internet Zone.  

   CCE-914  

 

FAI

L 

 6.1

0 

  AutomaticPromptingFileDownloads_InternetZone_LocalComputer  
   CCE-10389-5 - The "Automatic prompting for file downloads" machine setting should be 

configured correctly for the Internet Zone.  
   CCE-16  

 

FAI

L 

 6.1
1 

  DownloadSignedActiveXControls_InternetZone_LocalComputer  

   CCE-9917-6 - The "Download signed ActiveX controls" machine setting should be configured 
correctly for the Internet Zone.  

   CCE-1013  

 
FAI
L 

 6.1
2 

  DownloadUnsignedActiveXControls_InternetZone_LocalComputer  

   CCE-10433-1 - The "Download unsigned ActiveX controls" machine setting should be 
configured correctly for the Internet Zone.  

   CCE-176  

 
FAI
L 

 6.1

3 

  IncludeLocalDirectoryPathWhenUploadingFilesToAServer_InternetZone_LocalComp
uter  

   CCE-10646-8 - The "Include local directory path when uploading files to a server" machine 
setting should be configured correctly for the Internet Zone.  

 

FAI

L 

 6.1
4 

  InitializeScriptActiveXControlsNotMarkedAsSafe_InternetZone_LocalComputer  
   CCE-10561-9 - The "Initialize and script ActiveX controls not marked as safe" machine setting  

FAI
L 



should be configured correctly for the Internet Zone.  
   CCE-586  

 6.1
5 

  JavaPermissions_InternetZone_LocalComputer  

   CCE-10182-4 - The "Java permissions" machine setting should be configured correctly for the 
Internet Zone.  

   CCE-132  

 
FAI
L 

 6.1
6 

  LaunchingApplicationsAndFilesInIFRAME_InternetZone_LocalComputer  

   CCE-9821-0 - The "Launching applications and files in an IFRAME" machine setting should be 
configured correctly for the Internet Zone.  

   CCE-689  

 
FAI
L 

 6.1
7 

  LaunchingProgramsAndUnsafeFiles_InternetZone_LocalComputer  
   CCE-10650-0 - The "Launching programs and unsafe files" machine setting should be 

configured correctly for the Internet Zone.  
 

FAI
L 

 6.1
8 

  LogonOptions_InternetZone_LocalComputer  

   CCE-10472-9 - The "Logon options" machine setting should be configured correctly for the 
Internet Zone.  

   CCE-720  

 
FAI
L 

 6.1

9 

  LooseXAMLFiles_InternetZone_LocalComputer  
   CCE-10672-4 - The "Loose XAML files" machine setting should be configured correctly for the 

Internet Zone.  
   CCE-126  

 

FAI

L 

 6.2

0 

  NavigateSubFramesAcrossDifferentDomains_InternetZone_LocalComputer  

   CCE-9865-7 - The "Navigate windows and frames across different domains" machine setting 

should be configured correctly for the Internet Zone.  
   CCE-245  

 

FAI

L 

 6.2
1 

  OnlyAllowApprovedDomainsToUseActiveXControlsWithoutPrompt_InternetZone_Loc

alComputer  
   CCE-9793-1 - The "Only allow approved domains to use ActiveX controls without prompt" 

machine setting should be configured correctly for the Internet Zone.  

 
FAI
L 

 6.2

2 

  OpenFilesBasedOnContent_InternetZone_LocalComputer  
   CCE-10107-1 - The "Open files based on content, not file extension" machine setting should 

be configured correctly for the Internet Zone.  

   CCE-910  

 

FAI

L 

 6.2

3 

  RunNETFrameworkReliantComponentsNotSignedWithAuthenticode_InternetZone_L
ocalComputer  

   CCE-10515-5 - The "Run .NET Framework-reliant components signed with Authenticode" 
machine setting should be configured correctly for the Internet Zone.  

 

FAI

L 

 6.2
4 

  RunNETFrameworkReliantComponentsSignedWithAuthenticode_InternetZone_Local

Computer  
   CCE-10625-2 - The "Run .NET Framework-reliant components not signed with Authenticode" 

machine setting should be configured correctly for the Internet Zone.  

 
FAI
L 

 6.2
5 

  SoftwareChannelPermissions_InternetZone_LocalComputer  

   CCE-10425-7 - The "Software channel permissions" machine setting should be configured 
correctly for the Internet Zone.  

   CCE-359  

 
FAI
L 

 6.2

6 

  TurnOffFirstRunOptIn_InternetZone_LocalComputer  
   CCE-10434-9 - The "Turn Off First-Run Opt-In" machine setting should be configured 

correctly for the Internet Zone.  
   CCE-863  

 

FAI

L 

 6.2
7 

  TurnonCrossSiteScriptingFilter_InternetZone_LocalComputer  
   CCE-10276-4 - The "Turn on Cross-Site Scripting (XSS) Filter" machine setting should be  

FAI
L 



configured correctly for the Internet Zone.  

 6.2

8 

  TurnOnProtectedMode_InternetZone_LocalComputer  
   CCE-10676-5 - The "Turn on Protected Mode" machine setting should be configured correctly 

for the Internet Zone.  
   CCE-281  

 

FAI

L 

 6.2

9 

  UsePop-upBlocker_InternetZone_LocalComputer  
   CCE-10486-9 - The "Use Pop-up Blocker" machine setting should be configured correctly for 

the Internet Zone.  
   CCE-1002  

 

FAI

L 

 6.3
0 

  UserdataPersistence_InternetZone_LocalComputer  

   CCE-10200-4 - The "Userdata persistence" machine setting should be configured correctly for 
the Internet Zone.  

   CCE-425  

 
FAI
L 

 6.3

1 

  WebSitesInLessPrivilegedWebContentZonesCanNavigateIntoThisZone_InternetZone

_LocalComputer  
   CCE-10622-9 - The "Web sites in less privileged Web content zones can navigate into this 

zone" machine setting should be configured correctly for the Internet Zone.  
   CCE-724  

 

FAI

L 

7. IntranetZone_LocalComputer 
FAI

L 

 7.1 

  JavaPermissions_IntranetZone_LocalComputer  
   CCE-10566-8 - The "Java permissions" machine setting should be configured correctly for the 

Intranet Zone.  

   CCE-218  

 

FAI

L 

8. LocalMachineZone_LocalComputer 
FAI
L 

 8.1 

  JavaPermissions_LocalMachineZone_LocalComputer  

   CCE-10319-2 - The "Java permissions" machine setting should be configured correctly for the 
Local Machine Zone.  

   CCE-138  

 
FAI
L 

9. LockedDownInternetZone_LocalComputer 
FAI

L 

 9.1 

  DownloadSignedActiveXControls_LockedDownInternetZone_LocalComputer  
   CCE-10095-8 - The "Download signed ActiveX controls" machine setting should be configured 

correctly for the Locked-Down Internet Zone.  
   CCE-308  

 

FAI

L 

 9.2 

  JavaPermissions_LockedDownInternetZone_LocalComputer  

   CCE-10597-3 - The "Java permissions" machine setting should be configured correctly for the 
Locked-Down Internet Zone.  

   CCE-781  

 
FAI
L 

10. LockedDownIntranetZone_LocalComputer 
FAI

L 

 10.

1 

  JavaPermissions_LockedDownIntranetZone_LocalComputer  
   CCE-10342-4 - The "Java permissions" machine setting should be configured correctly for the 

Locked-Down Intranet Zone.  
   CCE-320  

 

FAI

L 

11. LockedDownLocalMachineZone_LocalComputer 
FAI

L 

 11.

1 

  JavaPermissions_LockedDownLocalMachineZone_LocalComputer  

   CCE-10535-3 - The "Java permissions" machine setting should be configured correctly for the  

FAI

L 



Locked-Down Local Machine Zone.  
   CCE-1045  

12. LockedDownRestrictedSitesZone_LocalComputer 
FAI

L 

 12.
1 

  JavaPermissions_LockedDownRestrictedSitesZone_LocalComputer  

   CCE-10275-6 - The "Java permissions" machine setting should be configured correctly for the 
Locked-Down Restricted Sites Zone.  

   CCE-1088  

 
FAI
L 

13. LockedDownTrustedSitesZone_LocalComputer 
FAI
L 

 13.
1 

  JavaPermissions_LockedDownTrustedSitesZone_LocalComputer  

   CCE-10654-2 - The "Java permissions" machine setting should be configured correctly for the 
Locked-Down Trusted Sites Zone.  

   CCE-140  

 
FAI
L 

14. RestrictedSitesZone_LocalComputer 
FAI

L 

 14.

1 

  AccessDataSourcesAcrossDomains_RestrictedSitesZone_LocalComputer  
   CCE-10525-4 - The "Access data sources across domains" machine setting should be 

configured correctly for the Restricted Sites Zone.  
   CCE-636  

 

FAI

L 

 14.
2 

  AllowActiveScripting_RestrictedSitesZone_LocalComputer  

   CCE-10393-7 - The "Allow active scripting" machine setting should be configured correctly for 
the Restricted Sites Zone.  

   CCE-292  

 
FAI
L 

 14.
3 

  AllowBinaryAndScriptBehaviors_RestrictedSitesZone_LocalComputer  

   CCE-10547-8 - The "Allow binary and script behaviors" machine setting should be configured 
correctly for the Restricted Sites Zone.  

   CCE-178  

 
FAI
L 

 14.

4 

  AllowCutCopyPasteOperationsFromClipboardViaScript_RestrictedSitesZone_LocalCo
mputer  

   CCE-10539-5 - The "Allow cut, copy or paste operations from the clipboard via script" 

machine setting should be configured correctly for the Restricted Sites Zone.  
   CCE-1031  

 

FAI

L 

 14.
5 

  AllowDragDropOrCopyPasteFiles_RestrictedSitesZone_LocalComputer  

   CCE-9667-7 - The "Allow drag and drop or copy and paste files" machine setting should be 
configured correctly for the Restricted Sites Zone.  

   CCE-41  

 
FAI
L 

 14.

6 

  AllowFileDownloads_RestrictedSitesZone_LocalComputer  
   CCE-10466-1 - The "Allow file downloads" machine setting should be configured correctly for 

the Restricted Sites Zone.  

   CCE-970  

 

FAI

L 

 14.

7 

  AllowFontDownloads_RestrictedSitesZone_LocalComputer  
   CCE-9982-0 - The "Allow font downloads" machine setting should be configured correctly for 

the Restricted Sites Zone.  
   CCE-882  

 

FAI

L 

 14.
8 

  AllowInstallationOfDesktopItems_RestrictedSitesZone_LocalComputer  

   CCE-10475-2 - The "Allow installation of desktop items" machine setting should be configured 
correctly for the Restricted Sites Zone.  
   CCE-763  

 
FAI
L 

 14.   AllowScriptingOfInternetExplorerWebBrowserControl_RestrictedSitesZone_LocalCo
 

FAI



9 mputer  
   CCE-10725-0 - The "Allow scripting of Internet Explorer web browser control" current user 

setting should be configured correctly for the Restricted Sites Zone.  

L 

 14.

10 

  AllowMETAREFRESH_RestrictedSitesZone_LocalComputer  
   CCE-10664-1 - The "Allow META REFRESH" machine setting should be configured correctly for 

the Restricted Sites Zone.  

   CCE-680  

 

FAI

L 

 14.

11 

  AllowScriptInitiatedWindowsWithoutSizeOrPositionConstraints_RestrictedSitesZone
_LocalComputer  

   CCE-9814-5 - The "Allow script-initiated windows without size or position constraints" machine 
setting should be configured correctly for the Restricted Sites Zone.  

   CCE-208  

 

FAI

L 

 14.
12 

  AllowScriptlets_RestrictedSitesZone_LocalComputer  
   CCE-10630-2 - The "Allow Scriptlets" machine setting should be configured correctly for the 

Restricted Sites Zone.  
 

FAI
L 

 14.
13 

  AllowStatusBarUpdatesViaScript_RestrictedSitesZone_LocalComputer  

   CCE-10431-5 - The "Allow status bar updates via script" machine setting should be configured 
correctly for the Restricted Sites Zone.  

   CCE-129  

 
FAI
L 

 14.

14 

  AutomaticPromptingFileDownloads_RestrictedSitesZone_LocalComputer  
   CCE-9959-8 - The "Automatic prompting for file downloads" machine setting should be 

configured correctly for the Restricted Sites Zone.  
   CCE-175  

 

FAI

L 

 14.

15 

  DownloadSignedActiveXControls_RestrictedSitesZone_LocalComputer  
   CCE-10470-3 - The "Download signed ActiveX controls" machine setting should be configured 

correctly for the Restricted Sites Zone.  
   CCE-52  

 

FAI

L 

 14.
16 

  DownloadUnsignedActiveXControls_RestrictedSitesZone_LocalComputer  

   CCE-10461-2 - The "Download unsigned ActiveX controls" machine setting should be 
configured correctly for the Restricted Sites Zone.  

   CCE-1012  

 
FAI
L 

 14.
17 

  IncludeLocalDirectoryPathWhenUploadingFilesToAServer_RestrictedSitesZone_Local

Computer  
   CCE-9781-6 - The "Include local directory path when uploading files to a server" machine 

setting should be configured correctly for the Restricted Sites Zone.  

 
FAI
L 

 14.

18 

  InitializeScriptActiveXControlsNotMarkedAsSafe_RestrictedSitesZone_LocalComput
er  

   CCE-10347-3 - The "Initialize and script ActiveX controls not marked as safe" machine setting 
should be configured correctly for the Restricted Sites Zone.  

   CCE-26  

 

FAI

L 

 14.
19 

  JavaPermissions_RestrictedSitesZone_LocalComputer  

   CCE-10620-3 - The "Java permissions" machine setting should be configured correctly for the 
Restricted Sites Zone.  

   CCE-1088  

 
FAI
L 

 14.

20 

  LaunchingApplicationsAndFilesInIFRAME_RestrictedSitesZone_LocalComputer  
   CCE-10360-6 - The "Launching applications and files in an IFRAME" machine setting should 

be configured correctly for the Restricted Sites Zone.  
   CCE-339  

 

FAI

L 

 14.

21 

  LaunchingProgramsAndUnsafeFiles_RestrictedSitesZone_LocalComputer  
   CCE-10744-1 - The "Launching programs and unsafe files" machine setting should be 

configured correctly for the Restricted Sites Zone.  
 

FAI

L 



 14.

22 

  LogonOptions_RestrictedSitesZone_LocalComputer  
   CCE-10651-8 - The "Logon options" machine setting should be configured correctly for the 

Restricted Sites Zone.  
   CCE-128  

 

FAI

L 

 14.

23 

  LooseXAMLFiles_RestrictedSitesZone_LocalComputer  

   CCE-10178-2 - The "Loose XAML files" machine setting should be configured correctly for the 

Restricted Sites Zone.  
   CCE-639  

 

FAI

L 

 14.
24 

  NavigateSub-framesAcrossDifferentDomains_RestrictedSitesZone_LocalComputer  

   CCE-10642-7 - The "Navigate windows and frames across different domains" machine setting 
should be configured correctly for the Restricted Sites Zone.  

   CCE-995  

 
FAI
L 

 14.

25 

  OnlyAllowApprovedDomainsToUseActiveXControlsWithoutPrompt_RestrictedSitesZo
ne_LocalComputer  

   CCE-9832-7 - The "Only allow approved domains to use ActiveX controls without prompt" 

machine setting should be configured correctly for the Restricted Sites Zone.  

 

FAI

L 

 14.

26 

  OpenFilesBasedOnContent_RestrictedSitesZone_LocalComputer  
   CCE-10277-2 - The "Open files based on content, not file extension" machine setting should 

be configured correctly for the Restricted Sites Zone.  
   CCE-409  

 

FAI

L 

 14.
27 

  RunNETFrameworkReliantComponentsNotSignedWithAuthenticode_RestrictedSitesZ

one_LocalComputer  
   CCE-9898-8 - The "Run .NET Framework-reliant components not signed with Authenticode" 

machine setting should be configured correctly for the Restricted Sites Zone.  

   CCE-678  

 
FAI
L 

 14.

28 

  RunNETFrameworkReliantComponentsSignedWithAuthenticode_RestrictedSitesZone
_LocalComputer  

   CCE-9673-5 - The "Run .NET Framework-reliant components signed with Authenticode" 
machine setting should be configured correctly for the Restricted Sites Zone.  

   CCE-563  

 

FAI

L 

 14.
29 

  RunActiveXControlsAndPlugins_RestrictedSitesZone_LocalComputer  

   CCE-9792-3 - The "Run ActiveX controls and plugins" machine setting should be configured 
correctly for the Restricted Sites Zone.  

   CCE-841  

 
FAI
L 

 14.

30 

  ScriptActiveXControlsMarkedSafeForScripting_RestrictedSitesZone_LocalComputer  
   CCE-10554-4 - The "Script ActiveX controls marked safe for scripting" machine setting should 

be configured correctly for the Restricted Sites Zone.  
   CCE-973  

 

FAI

L 

 14.

31 

  ScriptingOfJavaApplets_RestrictedSitesZone_LocalComputer  

   CCE-10083-4 - The "Scripting of Java applets" machine setting should be configured correctly 

for the Restricted Sites Zone.  
   CCE-1000  

 

FAI

L 

 14.
32 

  SoftwareChannelPermissions_RestrictedSitesZone_LocalComputer  

   CCE-9669-3 - The "Software channel permissions" machine setting should be configured 
correctly for the Restricted Sites Zone.  

   CCE-520  

 
FAI
L 

 14.

33 

  TurnOffFirstRunOptIn_RestrictedSitesZone_LocalComputer  
   CCE-10420-8 - The "Turn Off First-Run Opt-In" machine setting should be configured 

correctly for the Restricted Sites Zone.  
   CCE-200  

 

FAI

L 

 14.   TurnonCrossSiteScriptingFilter_RestrictedSitesZone_LocalComputer  
 

FAI



34    CCE-10105-5 - The "Turn on Cross-Site Scripting (XSS) Filter" machine setting should be 
configured correctly for the Restricted Sites Zone.  

L 

 14.
35 

  TurnOnProtectedMode_RestrictedSitesZone_LocalComputer  

   CCE-9945-7 - The "Turn on Protected Mode" machine setting should be configured correctly 
for the Restricted Sites Zone.  

   CCE-1211  

 
FAI
L 

 14.
36 

  UsePop-upBlocker_RestrictedSitesZone_LocalComputer  

   CCE-10094-1 - The "Use Pop-up Blocker" machine setting should be configured correctly for 
the Restricted Sites Zone.  

   CCE-660  

 
FAI
L 

 14.

37 

  UserdataPersistence_RestrictedSitesZone_LocalComputer  
   CCE-9760-0 - The "Userdata persistence" machine setting should be configured correctly for 

the Restricted Sites Zone.  
   CCE-28  

 

FAI

L 

 14.
38 

  WebSitesInLessPrivilegedWebContentZonesCanNavigateIntoThisZone_RestrictedSit
esZone_LocalComputer  

   CCE-10609-6 - The "Web sites in less privileged Web content zones can navigate into this 
zone" machine setting should be configured correctly for the Restricted Sites Zone.  

   CCE-698  

 
FAI
L 

15. TrustedSitesZone_LocalComputer 
FAI
L 

 15.

1 

  JavaPermissions_TrustedSitesZone_LocalComputer  

   CCE-10696-3 - The "Java permissions" machine setting should be configured correctly for the 

Trusted Sites Zone.  
   CCE-675  

 

FAI

L 

16. periodic_check_for_updates_policy 
FAI

L 

 16.

1 

  TurnOffChangingURLDisplay_LocalComputer  
   CCE-10595-7 - The "Turn off changing the URL to be displayed for checking updates to 

Internet Explorer and Internet Tools" machine setting should be configured correctly.  
   CCE-946  

 

FAI

L 

 16.

2 

  TurnOffConfiguringUpdateCheckInterval_LocalComputer  
   CCE-9776-6 - The "Turn off configuring the update check interval (in days)" machine setting 

should be configured correctly.  
   CCE-237  

 

FAI

L 

17. ConsistentMimeHandling_LocalComputer 
FAI

L 

 17.

1 

  IEProcesses_ConsistentMimeHandling_LocalComputer  
   CCE-10138-6 - The "Consistent Mime Handling: Internet Explorer Processes" machine setting 

should be configured correctly.  

   CCE-382  

 

FAI

L 

18. MimeSniffingSafetyFeature_LocalComputer 
FAI
L 

 18.
1 

  IEProcesses_MimeSniffingSafetyFeature_LocalComputer  

   CCE-10635-1 - The "Mime Sniffing Safety Feature: Internet Explorer Processes" machine 
setting should be configured correctly.  

   CCE-985  

 
FAI
L 

19. MKProtocolSecurityRestriction_LocalComputer 
FAI
L 

 19.   IEProcesses_MKProtocolSecurityRestriction_LocalComputer  
 

FAI



1    CCE-10265-7 - The "MK Protocol Security Restriction: Internet Explorer Processes" machine 
setting should be configured correctly.  

   CCE-591  

L 

20. ProtectionFromZoneElevation_LocalComputer 
FAI
L 

 20.

1 

  IEProcesses_ProtectionFromZoneElevation_LocalComputer  
   CCE-10574-2 - The "Protection From Zone Elevation: Internet Explorer Processes" machine 

setting should be configured correctly.  
   CCE-347  

 

FAI

L 

21. RestrictActiveXInstall_LocalComputer 
FAI

L 

 21.

1 

  IEProcesses_RestrictActiveXInstall_LocalComputer  
   CCE-10405-9 - The "Restrict ActiveX Install: Internet Explorer Processes" machine setting 

should be configured correctly.  

   CCE-119  

 

FAI

L 

22. RestrictFileDownload_LocalComputer 
FAI
L 

 22.
1 

  IEProcesses_RestrictFileDownload_LocalComputer  

   CCE-10578-3 - The "Restrict File Download: Internet Explorer Processes" machine setting 
should be configured correctly.  

   CCE-668  

 
FAI
L 

23. ScriptedWindowSecurityRestrictions_LocalComputer 
FAI
L 

 23.

1 

  IEProcesses_ScriptedWindowSecurityRestrictions_LocalComputer  
   CCE-10604-7 - The "Scripted Window Security Restrictions: Internet Explorer Processes" 

machine setting should be configured correctly.  
   CCE-827  

 

FAI

L 

24. security_patches 
FAI

L 

 24.
1 

  security_patches_up_to_date  
 

FAI
L 

 

Rule Technical Details 

0. core-policy 
FAI
L 

 0.1 

  DisableConfiguringHistory_LocalComputer  

   CCE-10387-9 - The "Disable "Configuring History"" machine setting should be configured 
correctly.  

   CCE-66  

 
FAI
L 

( 0.1.0 and 0.1.1 and 0.1.2)  

 
 

   -- 0.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 



   -- 0.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 0.1.2 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value operation="greater than or equal" datatype="int">40</value> 
</registry_state> 

 

 0.2 

  DisableChangingAutomaticConfigurationSettings_LocalComputer  

   CCE-10638-5 - The "Disable changing Automatic Configuration settings" machine setting 
should be configured correctly.  

   CCE-471  

 
FAI
L 

( 0.2.0 and 0.2.1)  

 
 

   -- 0.2.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 0.2.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

 0.3 

  DoNotAllowUsersEnableDisableAddOns_LocalComputer  
   CCE-10235-0 - The "Do not allow users to enable or disable add-ons" machine setting should 

be configured correctly.  
   CCE-708  

 

FAI

L 

( 0.3.0 and 0.3.1)  

 
 

   -- 0.3.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 0.3.1 -- 

Actual Expected / Result 



 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

 0.4 

  MakeProxySettingsPerMachine_LocalComputer  
   CCE-9870-7 - The "Make proxy settings per-machine (rather than per-user)" machine setting 

should be configured correctly.  
   CCE-693  

 

FAI

L 

( 0.4.0 and 0.4.1)  

 
 

   -- 0.4.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 0.4.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

 0.5 

  PreventParticipationInCustomerExperienceImprovementPrograms_LocalComputer  

   CCE-10522-1 - The "Prevent participation in the Customer Experience Improvement Program" 
machine setting should be configured correctly.  

   CCE-495  

 
FAI
L 

( 0.5.0 and 0.5.1)  

 
 

   -- 0.5.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 0.5.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 0.6 

  PreventPerformanceOfFirstRunCustomizeSettings_LocalComputer  
   CCE-10641-9 - The "Prevent performance of First Run Customize settings" machine setting 

should be configured correctly.  

   CCE-1006  

 

FAI

L 

( 0.6.0 and 0.6.1)  



 
 

   -- 0.6.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 0.6.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

 0.7 

  DoNotAllowUsersAddDeleteSites_LocalComputer  

   CCE-10394-5 - The "Security Zones: Do not allow users to add/delete sites" machine setting 
should be configured correctly.  

   CCE-146  

 
FAI
L 

( 0.7.0 and 0.7.1)  

 
 

   -- 0.7.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 0.7.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

 0.8 

  DoNotAllowUsersChangePolicies_LocalComputer  
   CCE-10037-0 - The "Security Zones: Do not allow users to change policies" machine setting 

should be configured correctly.  
   CCE-833  

 

FAI

L 

( 0.8.0 and 0.8.1)  

 
 

   -- 0.8.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 0.8.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 



  <type>reg_dword</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

 0.9 

  UseOnlyMachineSettings_LocalComputer  

   CCE-10096-6 - The "Security Zones: Use only machine settings" machine setting should be 
configured correctly.  

   CCE-5  

 
FAI
L 

( 0.9.0 and 0.9.1)  

 
 

   -- 0.9.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 0.9.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

 0.10 

  TurnOffCrashDetection_LocalComputer  
   CCE-10594-0 - The "Turn off Crash Detection" machine setting should be configured 

correctly.  
   CCE-753  

 

FAI

L 

( 0.10.0 and 0.10.1)  

 
 

   -- 0.10.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 0.10.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

 0.11 

  TurnoffManagingSmartScreenFilter_LocalComputer  

   CCE-9973-9 - The "Turn off Managing SmartScreen Filter" machine setting should be 
configured correctly.  

 
FAI
L 

( 0.11.0 and 0.11.1)  

 
 

   -- 0.11.0 -- 

Actual Expected / Result 



A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 0.11.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 0.12 

  TurnOffSecuritySettingsCheckFeature_LocalComputer  

   CCE-10607-0 - The "Turn off the Security Settings Check feature" machine setting should be 
configured correctly.  

   CCE-1054  

 
FAI
L 

( 0.12.0 and 0.12.1)  

 
 

   -- 0.12.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 0.12.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

1. Compatibility-view-policy 
FAI
L 

 1.1 
  IncludeUpdatedWebsiteListsFromMicrosoft_LocalComputer  
   CCE-10603-9 - The "Include updated Web site lists from Microsoft" machine setting should be 

configured correctly.  
 

FAI

L 

( 1.1.0 and 1.1.1)  

 
 

   -- 1.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 1.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 



2. Delete-Browsing-History-policy 
FAI
L 

 2.1 

  ConfigureDeleteBrowsingHistoryonexit_LocalComputer  

   CCE-10590-8 - The "Configure Delete Browsing History on exit" current user setting should 
be configured correctly.  

 

FAI

L 

( 2.1.0 and 2.1.1)  

 
 

   -- 2.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 2.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 2.2 

  PreventDeletingWebsitesthattheUserhasVisited_LocalComputer  

   CCE-10110-5 - The "Prevent Deleting Web sites that the User has Visited" machine setting 
should be configured correctly.  

 

FAI

L 

( 2.2.0 and 2.2.1)  

 
 

   -- 2.2.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 2.2.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

3. InPrivate-policy 
FAI

L 

 3.1 
  TurnOffInPrivateBrowsing_LocalComputer  
   CCE-9885-5 - The "Turn off InPrivate Browsing" machine setting should be configured 

correctly.  
 

FAI
L 

( 3.1.0 and 3.1.1)  

 
 

   -- 3.1.0 -- 

Actual Expected / Result 



A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 3.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

4. advanced-page-policy 
FAI

L 

 4.1 

  AllowActiveContentFromCD_LocalComputer  

   CCE-10293-9 - The "Allow active content from CDs to run on user machines" machine setting 
should be configured correctly.  

   CCE-964  

 
FAI
L 

( 4.1.0 and 4.1.1)  

 
 

   -- 4.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 4.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 4.2 

  AllowSoftwareRunInstallSignatureInvalid_LocalComputer  
   CCE-10052-9 - The "Allow software to run or install even if the signature is invalid" machine 

setting should be configured correctly.  
   CCE-449  

 

FAI

L 

( 4.2.0 and 4.2.1)  

 
 

   -- 4.2.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 4.2.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 



</registry_state> 
 

 4.3 

  AllowThird-PartyBrowserExtensions_LocalComputer  

   CCE-9905-1 - The "Allow third-party browser extensions" machine setting should be 
configured correctly.  

   CCE-598  

 
FAI
L 

( 4.3.0 and 4.3.1)  

 
 

   -- 4.3.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 4.3.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="string">no</value> 
</registry_state> 

 

 4.4 

  AutomaticallyCheckIEUpdates_LocalComputer  
   CCE-10581-7 - The "Automatically check for Internet Explorer updates" machine setting 

should be configured correctly.  
   CCE-1008  

 

FAI

L 

( 4.4.0 and 4.4.1)  

 
 

   -- 4.4.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 4.4.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

 4.5 

  CheckServerCertificateRevocation_LocalComputer  

   CCE-10074-3 - The "Check for server certificate revocation" machine setting should be 
configured correctly.  

   CCE-690  

 
FAI
L 

( 4.5.0 and 4.5.1)  

 
 

   -- 4.5.0 -- 

Actual Expected / Result 



A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 4.5.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

 4.6 

  CheckSignatureDownloadedPrograms_LocalComputer  

   CCE-10055-2 - The "Check for signatures on downloaded programs" machine setting should 
be configured correctly.  

   CCE-1025  

 
FAI
L 

( 4.6.0 and 4.6.1)  

 
 

   -- 4.6.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 4.6.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="string">yes</value> 
</registry_state> 

 

5. security-page-policy 
FAI
L 

 5.1 

  IncludeAllNetworkPaths_LocalComputer  
   CCE-9660-2 - The "Intranet Sites: Include all network paths (UNCs)" machine setting should 

be configured correctly.  
   CCE-876  

 

FAI

L 

( 5.1.0 and 5.1.1)  

 
 

   -- 5.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 5.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 



</registry_state> 
 

6. InternetZone_LocalComputer 
FAI

L 

 6.1 

  AccessDataSourcesAcrossDomains_InternetZone_LocalComputer  
   CCE-10380-4 - The "Access data sources across domains" machine setting should be 

configured correctly for the Internet Zone.  
   CCE-47  

 

FAI

L 

( 6.1.0 and 6.1.1)  

 
 

   -- 6.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.2 

  AllowCutCopyPasteOperationsFromClipboardViaScript_InternetZone_LocalCompute

r  
   CCE-10002-4 - The "Allow cut, copy or paste operations from the clipboard via script" 

machine setting should be configured correctly for the Internet Zone.  

   CCE-49  

 
FAI
L 

( 6.2.0 and 6.2.1)  

 
 

   -- 6.2.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.2.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.3 

  AllowDragDropOrCopyPasteFiles_InternetZone_LocalComputer  

   CCE-10033-9 - The "Allow drag and drop or copy and paste files" machine setting should be 

configured correctly for the Internet Zone.  
   CCE-685  

 

FAI

L 

( 6.3.0 and 6.3.1)  

 
 



   -- 6.3.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.3.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.4 

  AllowFontDownloads_InternetZone_LocalComputer  

   CCE-10403-4 - The "Allow font downloads" machine setting should be configured correctly for 

the Internet Zone.  
   CCE-491  

 

FAI

L 

( 6.4.0 and 6.4.1)  

 
 

   -- 6.4.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.4.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.5 

  AllowInstallationOfDesktopItems_InternetZone_LocalComputer  

   CCE-9790-7 - The "Allow installation of desktop items" machine setting should be configured 
correctly for the Internet Zone.  

   CCE-355  

 
FAI
L 

( 6.5.0 and 6.5.1)  

 
 

   -- 6.5.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.5.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 



  <value datatype="int">3</value> 
</registry_state> 

 

 6.6 
  AllowScriptingOfInternetExplorerWebBrowserControl_InternetZone_LocalComputer  
   CCE-9779-0 - The "Allow scripting of Internet Explorer web browser control" current user 

setting should be configured correctly for the Internet Zone.  
 

FAI

L 

( 6.6.0 and 6.6.1)  

 
 

   -- 6.6.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.6.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.7 

  AllowScriptInitiatedWindowsWithoutSizeOrPositionConstraints_InternetZone_Local
Computer  

   CCE-9882-2 - The "Allow script-initiated windows without size or position constraints" 
machine setting should be configured correctly for the Internet Zone.  

   CCE-280  

 
FAI
L 

( 6.7.0 and 6.7.1)  

 
 

   -- 6.7.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.7.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.8 

  AllowScriptlets_InternetZone_LocalComputer  
   CCE-10685-6 - The "Allow Scriptlets" machine setting should be configured correctly for the 

Internet Zone.  
   CCE-439  

 

FAI

L 

( 6.8.0 and 6.8.1)  

 
 

   -- 6.8.0 -- 

Actual Expected / Result 



A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.8.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.9 

  AllowStatusBarUpdatesViaScript_InternetZone_LocalComputer  

   CCE-9750-1 - The "Allow status bar updates via script" machine setting should be configured 
correctly for the Internet Zone.  

   CCE-914  

 
FAI
L 

( 6.9.0 and 6.9.1)  

 
 

   -- 6.9.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.9.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.10 

  AutomaticPromptingFileDownloads_InternetZone_LocalComputer  
   CCE-10389-5 - The "Automatic prompting for file downloads" machine setting should be 

configured correctly for the Internet Zone.  

   CCE-16  

 

FAI

L 

( 6.10.0 and 6.10.1)  

 
 

   -- 6.10.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.10.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 6.11   DownloadSignedActiveXControls_InternetZone_LocalComputer  
 

FAI



   CCE-9917-6 - The "Download signed ActiveX controls" machine setting should be configured 
correctly for the Internet Zone.  

   CCE-1013  

L 

( 6.11.0 and 6.11.1)  

 
 

   -- 6.11.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.11.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.12 

  DownloadUnsignedActiveXControls_InternetZone_LocalComputer  
   CCE-10433-1 - The "Download unsigned ActiveX controls" machine setting should be 

configured correctly for the Internet Zone.  
   CCE-176  

 

FAI

L 

( 6.12.0 and 6.12.1)  

 
 

   -- 6.12.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.12.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.13 

  IncludeLocalDirectoryPathWhenUploadingFilesToAServer_InternetZone_LocalComp

uter  
   CCE-10646-8 - The "Include local directory path when uploading files to a server" machine 

setting should be configured correctly for the Internet Zone.  

 
FAI
L 

( 6.13.0 and 6.13.1)  

 
 

   -- 6.13.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.13.1 -- 



Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.14 

  InitializeScriptActiveXControlsNotMarkedAsSafe_InternetZone_LocalComputer  
   CCE-10561-9 - The "Initialize and script ActiveX controls not marked as safe" machine setting 

should be configured correctly for the Internet Zone.  

   CCE-586  

 

FAI

L 

( 6.14.0 and 6.14.1)  

 
 

   -- 6.14.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.14.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.15 

  JavaPermissions_InternetZone_LocalComputer  

   CCE-10182-4 - The "Java permissions" machine setting should be configured correctly for the 

Internet Zone.  
   CCE-132  

 

FAI

L 

( 6.15.0 and 6.15.1)  

 
 

   -- 6.15.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.15.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 6.16 

  LaunchingApplicationsAndFilesInIFRAME_InternetZone_LocalComputer  
   CCE-9821-0 - The "Launching applications and files in an IFRAME" machine setting should be 
configured correctly for the Internet Zone.  

   CCE-689  

 
FAI
L 



( 6.16.0 and 6.16.1)  

 
 

   -- 6.16.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.16.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.17 
  LaunchingProgramsAndUnsafeFiles_InternetZone_LocalComputer  
   CCE-10650-0 - The "Launching programs and unsafe files" machine setting should be 

configured correctly for the Internet Zone.  
 

FAI

L 

( 6.17.0 and 6.17.1)  

 
 

   -- 6.17.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.17.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

 6.18 

  LogonOptions_InternetZone_LocalComputer  
   CCE-10472-9 - The "Logon options" machine setting should be configured correctly for the 

Internet Zone.  
   CCE-720  

 

FAI

L 

( 6.18.0 and 6.18.1)  

 
 

   -- 6.18.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.18.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 



<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">65536</value> 
</registry_state> 

 

 6.19 

  LooseXAMLFiles_InternetZone_LocalComputer  
   CCE-10672-4 - The "Loose XAML files" machine setting should be configured correctly for the 

Internet Zone.  
   CCE-126  

 

FAI

L 

( 6.19.0 and 6.19.1)  

 
 

   -- 6.19.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.19.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.20 

  NavigateSubFramesAcrossDifferentDomains_InternetZone_LocalComputer  

   CCE-9865-7 - The "Navigate windows and frames across different domains" machine setting 
should be configured correctly for the Internet Zone.  

   CCE-245  

 
FAI
L 

( 6.20.0 and 6.20.1)  

 
 

   -- 6.20.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.20.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.21 

  OnlyAllowApprovedDomainsToUseActiveXControlsWithoutPrompt_InternetZone_Lo
calComputer  

   CCE-9793-1 - The "Only allow approved domains to use ActiveX controls without prompt" 
machine setting should be configured correctly for the Internet Zone.  

 

FAI

L 

( 6.21.0 and 6.21.1)  

 
 

   -- 6.21.0 -- 



Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.21.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.22 

  OpenFilesBasedOnContent_InternetZone_LocalComputer  

   CCE-10107-1 - The "Open files based on content, not file extension" machine setting should 

be configured correctly for the Internet Zone.  
   CCE-910  

 

FAI

L 

( 6.22.0 and 6.22.1)  

 
 

   -- 6.22.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.22.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.23 

  RunNETFrameworkReliantComponentsNotSignedWithAuthenticode_InternetZone_L

ocalComputer  
   CCE-10515-5 - The "Run .NET Framework-reliant components signed with Authenticode" 

machine setting should be configured correctly for the Internet Zone.  

 
FAI
L 

( 6.23.0 and 6.23.1)  

 
 

   -- 6.23.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.23.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 



 6.24 

  RunNETFrameworkReliantComponentsSignedWithAuthenticode_InternetZone_Loca
lComputer  

   CCE-10625-2 - The "Run .NET Framework-reliant components not signed with Authenticode" 
machine setting should be configured correctly for the Internet Zone.  

 

FAI

L 

( 6.24.0 and 6.24.1)  

 
 

   -- 6.24.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.24.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.25 

  SoftwareChannelPermissions_InternetZone_LocalComputer  

   CCE-10425-7 - The "Software channel permissions" machine setting should be configured 
correctly for the Internet Zone.  

   CCE-359  

 
FAI
L 

( 6.25.0 and 6.25.1)  

 
 

   -- 6.25.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.25.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">65536</value> 
</registry_state> 

 

 6.26 

  TurnOffFirstRunOptIn_InternetZone_LocalComputer  
   CCE-10434-9 - The "Turn Off First-Run Opt-In" machine setting should be configured 

correctly for the Internet Zone.  
   CCE-863  

 

FAI

L 

( 6.26.0 and 6.26.1)  

 
 

   -- 6.26.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 



   -- 6.26.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 6.27 
  TurnonCrossSiteScriptingFilter_InternetZone_LocalComputer  
   CCE-10276-4 - The "Turn on Cross-Site Scripting (XSS) Filter" machine setting should be 

configured correctly for the Internet Zone.  
 

FAI
L 

( 6.27.0 and 6.27.1)  

 
 

   -- 6.27.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.27.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 6.28 

  TurnOnProtectedMode_InternetZone_LocalComputer  
   CCE-10676-5 - The "Turn on Protected Mode" machine setting should be configured correctly 

for the Internet Zone.  

   CCE-281  

 

FAI

L 

( 6.28.0 and 6.28.1)  

 
 

   -- 6.28.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.28.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 6.29 

  UsePop-upBlocker_InternetZone_LocalComputer  

   CCE-10486-9 - The "Use Pop-up Blocker" machine setting should be configured correctly for 
the Internet Zone.  
   CCE-1002  

 
FAI
L 



( 6.29.0 and 6.29.1)  

 
 

   -- 6.29.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.29.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 6.30 

  UserdataPersistence_InternetZone_LocalComputer  
   CCE-10200-4 - The "Userdata persistence" machine setting should be configured correctly for 

the Internet Zone.  
   CCE-425  

 

FAI

L 

( 6.30.0 and 6.30.1)  

 
 

   -- 6.30.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.30.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 6.31 

  WebSitesInLessPrivilegedWebContentZonesCanNavigateIntoThisZone_InternetZon

e_LocalComputer  
   CCE-10622-9 - The "Web sites in less privileged Web content zones can navigate into this 

zone" machine setting should be configured correctly for the Internet Zone.  
   CCE-724  

 

FAI

L 

( 6.31.0 and 6.31.1)  

 
 

   -- 6.31.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 6.31.1 -- 

Actual Expected / Result 



 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

7. IntranetZone_LocalComputer 
FAI
L 

 7.1 

  JavaPermissions_IntranetZone_LocalComputer  

   CCE-10566-8 - The "Java permissions" machine setting should be configured correctly for the 

Intranet Zone.  
   CCE-218  

 

FAI

L 

( 7.1.0 and 7.1.1)  

 
 

   -- 7.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 7.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value operation="less than or equal" datatype="int">65536</value> 
</registry_state> 

 

8. LocalMachineZone_LocalComputer 
FAI

L 

 8.1 

  JavaPermissions_LocalMachineZone_LocalComputer  
   CCE-10319-2 - The "Java permissions" machine setting should be configured correctly for the 

Local Machine Zone.  
   CCE-138  

 

FAI

L 

( 8.1.0 and 8.1.1)  

 
 

   -- 8.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 8.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

9. LockedDownInternetZone_LocalComputer FAI



L 

 9.1 

  DownloadSignedActiveXControls_LockedDownInternetZone_LocalComputer  
   CCE-10095-8 - The "Download signed ActiveX controls" machine setting should be configured 

correctly for the Locked-Down Internet Zone.  
   CCE-308  

 

FAI

L 

( 9.1.0 and 9.1.1)  

 
 

   -- 9.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 9.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 9.2 

  JavaPermissions_LockedDownInternetZone_LocalComputer  

   CCE-10597-3 - The "Java permissions" machine setting should be configured correctly for the 
Locked-Down Internet Zone.  

   CCE-781  

 
FAI
L 

( 9.2.0 and 9.2.1)  

 
 

   -- 9.2.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 9.2.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

10. LockedDownIntranetZone_LocalComputer 
FAI
L 

 10.1 

  JavaPermissions_LockedDownIntranetZone_LocalComputer  

   CCE-10342-4 - The "Java permissions" machine setting should be configured correctly for the 

Locked-Down Intranet Zone.  
   CCE-320  

 

FAI

L 

( 10.1.0 and 10.1.1)  

 
 

   -- 10.1.0 -- 



Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 10.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

11. LockedDownLocalMachineZone_LocalComputer 
FAI

L 

 11.1 

  JavaPermissions_LockedDownLocalMachineZone_LocalComputer  

   CCE-10535-3 - The "Java permissions" machine setting should be configured correctly for the 
Locked-Down Local Machine Zone.  

   CCE-1045  

 
FAI
L 

( 11.1.0 and 11.1.1)  

 
 

   -- 11.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 11.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

12. LockedDownRestrictedSitesZone_LocalComputer 
FAI
L 

 12.1 

  JavaPermissions_LockedDownRestrictedSitesZone_LocalComputer  

   CCE-10275-6 - The "Java permissions" machine setting should be configured correctly for the 
Locked-Down Restricted Sites Zone.  

   CCE-1088  

 
FAI
L 

( 12.1.0 and 12.1.1)  

 
 

   -- 12.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 12.1.1 -- 

Actual Expected / Result 

 
If 'Actual' data meets existence peice: at_least_one_exists, 



then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

13. LockedDownTrustedSitesZone_LocalComputer 
FAI

L 

 13.1 

  JavaPermissions_LockedDownTrustedSitesZone_LocalComputer  

   CCE-10654-2 - The "Java permissions" machine setting should be configured correctly for the 
Locked-Down Trusted Sites Zone.  

   CCE-140  

 
FAI
L 

( 13.1.0 and 13.1.1)  

 
 

   -- 13.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 13.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

14. RestrictedSitesZone_LocalComputer 
FAI
L 

 14.1 

  AccessDataSourcesAcrossDomains_RestrictedSitesZone_LocalComputer  

   CCE-10525-4 - The "Access data sources across domains" machine setting should be 
configured correctly for the Restricted Sites Zone.  

   CCE-636  

 
FAI
L 

( 14.1.0 and 14.1.1)  

 
 

   -- 14.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.2 
  AllowActiveScripting_RestrictedSitesZone_LocalComputer  
   CCE-10393-7 - The "Allow active scripting" machine setting should be configured correctly for  

FAI
L 



the Restricted Sites Zone.  
   CCE-292  

( 14.2.0 and 14.2.1)  

 
 

   -- 14.2.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.2.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.3 

  AllowBinaryAndScriptBehaviors_RestrictedSitesZone_LocalComputer  

   CCE-10547-8 - The "Allow binary and script behaviors" machine setting should be configured 
correctly for the Restricted Sites Zone.  

   CCE-178  

 
FAI
L 

( 14.3.0 and 14.3.1)  

 
 

   -- 14.3.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.3.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.4 

  AllowCutCopyPasteOperationsFromClipboardViaScript_RestrictedSitesZone_LocalCo
mputer  

   CCE-10539-5 - The "Allow cut, copy or paste operations from the clipboard via script" 
machine setting should be configured correctly for the Restricted Sites Zone.  

   CCE-1031  

 

FAI

L 

( 14.4.0 and 14.4.1)  

 
 

   -- 14.4.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.4.1 -- 



Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.5 

  AllowDragDropOrCopyPasteFiles_RestrictedSitesZone_LocalComputer  
   CCE-9667-7 - The "Allow drag and drop or copy and paste files" machine setting should be 

configured correctly for the Restricted Sites Zone.  

   CCE-41  

 

FAI

L 

( 14.5.0 and 14.5.1)  

 
 

   -- 14.5.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.5.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.6 

  AllowFileDownloads_RestrictedSitesZone_LocalComputer  

   CCE-10466-1 - The "Allow file downloads" machine setting should be configured correctly for 

the Restricted Sites Zone.  
   CCE-970  

 

FAI

L 

( 14.6.0 and 14.6.1)  

 
 

   -- 14.6.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.6.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.7 

  AllowFontDownloads_RestrictedSitesZone_LocalComputer  
   CCE-9982-0 - The "Allow font downloads" machine setting should be configured correctly for 
the Restricted Sites Zone.  

   CCE-882  

 
FAI
L 



( 14.7.0 and 14.7.1)  

 
 

   -- 14.7.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.7.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.8 

  AllowInstallationOfDesktopItems_RestrictedSitesZone_LocalComputer  
   CCE-10475-2 - The "Allow installation of desktop items" machine setting should be configured 

correctly for the Restricted Sites Zone.  
   CCE-763  

 

FAI

L 

( 14.8.0 and 14.8.1)  

 
 

   -- 14.8.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.8.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.9 

  AllowScriptingOfInternetExplorerWebBrowserControl_RestrictedSitesZone_LocalCo

mputer  
   CCE-10725-0 - The "Allow scripting of Internet Explorer web browser control" current user 

setting should be configured correctly for the Restricted Sites Zone.  

 
FAI
L 

( 14.9.0 and 14.9.1)  

 
 

   -- 14.9.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.9.1 -- 

Actual Expected / Result 

 
If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 



ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.1
0 

  AllowMETAREFRESH_RestrictedSitesZone_LocalComputer  

   CCE-10664-1 - The "Allow META REFRESH" machine setting should be configured correctly 
for the Restricted Sites Zone.  

   CCE-680  

 
FAI
L 

( 14.10.0 and 14.10.1)  

 
 

   -- 14.10.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.10.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.1
1 

  AllowScriptInitiatedWindowsWithoutSizeOrPositionConstraints_RestrictedSitesZone

_LocalComputer  

   CCE-9814-5 - The "Allow script-initiated windows without size or position constraints" 
machine setting should be configured correctly for the Restricted Sites Zone.  

   CCE-208  

 
FAI
L 

( 14.11.0 and 14.11.1)  

 
 

   -- 14.11.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.11.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.1

2 

  AllowScriptlets_RestrictedSitesZone_LocalComputer  
   CCE-10630-2 - The "Allow Scriptlets" machine setting should be configured correctly for the 

Restricted Sites Zone.  
 

FAI

L 

( 14.12.0 and 14.12.1)  

 
 



   -- 14.12.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.12.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.1

3 

  AllowStatusBarUpdatesViaScript_RestrictedSitesZone_LocalComputer  

   CCE-10431-5 - The "Allow status bar updates via script" machine setting should be 

configured correctly for the Restricted Sites Zone.  
   CCE-129  

 

FAI

L 

( 14.13.0 and 14.13.1)  

 
 

   -- 14.13.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.13.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.1
4 

  AutomaticPromptingFileDownloads_RestrictedSitesZone_LocalComputer  

   CCE-9959-8 - The "Automatic prompting for file downloads" machine setting should be 
configured correctly for the Restricted Sites Zone.  

   CCE-175  

 
FAI
L 

( 14.14.0 and 14.14.1)  

 
 

   -- 14.14.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.14.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 



  <value datatype="int">3</value> 
</registry_state> 

 

 14.1

5 

  DownloadSignedActiveXControls_RestrictedSitesZone_LocalComputer  
   CCE-10470-3 - The "Download signed ActiveX controls" machine setting should be configured 

correctly for the Restricted Sites Zone.  
   CCE-52  

 

FAI

L 

( 14.15.0 and 14.15.1)  

 
 

   -- 14.15.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.15.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.1
6 

  DownloadUnsignedActiveXControls_RestrictedSitesZone_LocalComputer  

   CCE-10461-2 - The "Download unsigned ActiveX controls" machine setting should be 
configured correctly for the Restricted Sites Zone.  

   CCE-1012  

 
FAI
L 

( 14.16.0 and 14.16.1)  

 
 

   -- 14.16.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.16.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.1

7 

  IncludeLocalDirectoryPathWhenUploadingFilesToAServer_RestrictedSitesZone_Loca
lComputer  

   CCE-9781-6 - The "Include local directory path when uploading files to a server" machine 
setting should be configured correctly for the Restricted Sites Zone.  

 

FAI

L 

( 14.17.0 and 14.17.1)  

 
 

   -- 14.17.0 -- 

Actual Expected / Result 



A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.17.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.1
8 

  InitializeScriptActiveXControlsNotMarkedAsSafe_RestrictedSitesZone_LocalComput

er  
   CCE-10347-3 - The "Initialize and script ActiveX controls not marked as safe" machine setting 

should be configured correctly for the Restricted Sites Zone.  

   CCE-26  

 
FAI
L 

( 14.18.0 and 14.18.1)  

 
 

   -- 14.18.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.18.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.1

9 

  JavaPermissions_RestrictedSitesZone_LocalComputer  

   CCE-10620-3 - The "Java permissions" machine setting should be configured correctly for the 

Restricted Sites Zone.  
   CCE-1088  

 

FAI

L 

( 14.19.0 and 14.19.1)  

 
 

   -- 14.19.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.19.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 



 14.2

0 

  LaunchingApplicationsAndFilesInIFRAME_RestrictedSitesZone_LocalComputer  
   CCE-10360-6 - The "Launching applications and files in an IFRAME" machine setting should 

be configured correctly for the Restricted Sites Zone.  
   CCE-339  

 

FAI

L 

( 14.20.0 and 14.20.1)  

 
 

   -- 14.20.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.20.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.2

1 

  LaunchingProgramsAndUnsafeFiles_RestrictedSitesZone_LocalComputer  

   CCE-10744-1 - The "Launching programs and unsafe files" machine setting should be 
configured correctly for the Restricted Sites Zone.  

 

FAI

L 

( 14.21.0 and 14.21.1)  

 
 

   -- 14.21.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.21.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.2
2 

  LogonOptions_RestrictedSitesZone_LocalComputer  

   CCE-10651-8 - The "Logon options" machine setting should be configured correctly for the 
Restricted Sites Zone.  

   CCE-128  

 
FAI
L 

( 14.22.0 and 14.22.1)  

 
 

   -- 14.22.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.22.1 -- 



Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">196608</value> 
</registry_state> 

 

 14.2

3 

  LooseXAMLFiles_RestrictedSitesZone_LocalComputer  
   CCE-10178-2 - The "Loose XAML files" machine setting should be configured correctly for the 

Restricted Sites Zone.  

   CCE-639  

 

FAI

L 

( 14.23.0 and 14.23.1)  

 
 

   -- 14.23.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.23.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.2

4 

  NavigateSub-framesAcrossDifferentDomains_RestrictedSitesZone_LocalComputer  

   CCE-10642-7 - The "Navigate windows and frames across different domains" machine setting 

should be configured correctly for the Restricted Sites Zone.  
   CCE-995  

 

FAI

L 

( 14.24.0 and 14.24.1)  

 
 

   -- 14.24.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.24.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.2
5 

  OnlyAllowApprovedDomainsToUseActiveXControlsWithoutPrompt_RestrictedSitesZo
ne_LocalComputer  
   CCE-9832-7 - The "Only allow approved domains to use ActiveX controls without prompt" 

machine setting should be configured correctly for the Restricted Sites Zone.  

 
FAI
L 



( 14.25.0 and 14.25.1)  

 
 

   -- 14.25.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.25.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.2

6 

  OpenFilesBasedOnContent_RestrictedSitesZone_LocalComputer  
   CCE-10277-2 - The "Open files based on content, not file extension" machine setting should 

be configured correctly for the Restricted Sites Zone.  
   CCE-409  

 

FAI

L 

( 14.26.0 and 14.26.1)  

 
 

   -- 14.26.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.26.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.2

7 

  RunNETFrameworkReliantComponentsNotSignedWithAuthenticode_RestrictedSites

Zone_LocalComputer  
   CCE-9898-8 - The "Run .NET Framework-reliant components not signed with Authenticode" 

machine setting should be configured correctly for the Restricted Sites Zone.  
   CCE-678  

 

FAI

L 

( 14.27.0 and 14.27.1)  

 
 

   -- 14.27.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.27.1 -- 

Actual Expected / Result 



 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.2

8 

  RunNETFrameworkReliantComponentsSignedWithAuthenticode_RestrictedSitesZon
e_LocalComputer  

   CCE-9673-5 - The "Run .NET Framework-reliant components signed with Authenticode" 
machine setting should be configured correctly for the Restricted Sites Zone.  

   CCE-563  

 

FAI

L 

( 14.28.0 and 14.28.1)  

 
 

   -- 14.28.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.28.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.2

9 

  RunActiveXControlsAndPlugins_RestrictedSitesZone_LocalComputer  
   CCE-9792-3 - The "Run ActiveX controls and plugins" machine setting should be configured 

correctly for the Restricted Sites Zone.  

   CCE-841  

 

FAI

L 

( 14.29.0 and 14.29.1)  

 
 

   -- 14.29.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.29.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.3

0 

  ScriptActiveXControlsMarkedSafeForScripting_RestrictedSitesZone_LocalComputer  

   CCE-10554-4 - The "Script ActiveX controls marked safe for scripting" machine setting should 

be configured correctly for the Restricted Sites Zone.  
   CCE-973  

 

FAI

L 



( 14.30.0 and 14.30.1)  

 
 

   -- 14.30.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.30.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.3

1 

  ScriptingOfJavaApplets_RestrictedSitesZone_LocalComputer  
   CCE-10083-4 - The "Scripting of Java applets" machine setting should be configured correctly 

for the Restricted Sites Zone.  
   CCE-1000  

 

FAI

L 

( 14.31.0 and 14.31.1)  

 
 

   -- 14.31.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.31.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

 14.3
2 

  SoftwareChannelPermissions_RestrictedSitesZone_LocalComputer  

   CCE-9669-3 - The "Software channel permissions" machine setting should be configured 
correctly for the Restricted Sites Zone.  

   CCE-520  

 
FAI
L 

( 14.32.0 and 14.32.1)  

 
 

   -- 14.32.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.32.1 -- 

Actual Expected / Result 

 
If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 



ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">65536</value> 
</registry_state> 

 

 14.3
3 

  TurnOffFirstRunOptIn_RestrictedSitesZone_LocalComputer  

   CCE-10420-8 - The "Turn Off First-Run Opt-In" machine setting should be configured 
correctly for the Restricted Sites Zone.  

   CCE-200  

 
FAI
L 

( 14.33.0 and 14.33.1)  

 
 

   -- 14.33.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.33.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 14.3

4 

  TurnonCrossSiteScriptingFilter_RestrictedSitesZone_LocalComputer  

   CCE-10105-5 - The "Turn on Cross-Site Scripting (XSS) Filter" machine setting should be 

configured correctly for the Restricted Sites Zone.  
 

FAI

L 

( 14.34.0 and 14.34.1)  

 
 

   -- 14.34.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.34.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 14.3

5 

  TurnOnProtectedMode_RestrictedSitesZone_LocalComputer  

   CCE-9945-7 - The "Turn on Protected Mode" machine setting should be configured correctly 

for the Restricted Sites Zone.  
   CCE-1211  

 

FAI

L 

( 14.35.0 and 14.35.1)  

 
 

   -- 14.35.0 -- 



Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.35.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 14.3

6 

  UsePop-upBlocker_RestrictedSitesZone_LocalComputer  

   CCE-10094-1 - The "Use Pop-up Blocker" machine setting should be configured correctly for 

the Restricted Sites Zone.  
   CCE-660  

 

FAI

L 

( 14.36.0 and 14.36.1)  

 
 

   -- 14.36.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.36.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">0</value> 
</registry_state> 

 

 14.3
7 

  UserdataPersistence_RestrictedSitesZone_LocalComputer  

   CCE-9760-0 - The "Userdata persistence" machine setting should be configured correctly for 
the Restricted Sites Zone.  

   CCE-28  

 
FAI
L 

( 14.37.0 and 14.37.1)  

 
 

   -- 14.37.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.37.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 



 14.3

8 

  WebSitesInLessPrivilegedWebContentZonesCanNavigateIntoThisZone_RestrictedSit
esZone_LocalComputer  

   CCE-10609-6 - The "Web sites in less privileged Web content zones can navigate into this 
zone" machine setting should be configured correctly for the Restricted Sites Zone.  

   CCE-698  

 

FAI

L 

( 14.38.0 and 14.38.1)  

 
 

   -- 14.38.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 14.38.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">3</value> 
</registry_state> 

 

15. TrustedSitesZone_LocalComputer 
FAI
L 

 15.1 

  JavaPermissions_TrustedSitesZone_LocalComputer  

   CCE-10696-3 - The "Java permissions" machine setting should be configured correctly for the 

Trusted Sites Zone.  
   CCE-675  

 

FAI

L 

( 15.1.0 and 15.1.1)  

 
 

   -- 15.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 15.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">65536</value> 
</registry_state> 

 

16. periodic_check_for_updates_policy 
FAI

L 

 16.1 

  TurnOffChangingURLDisplay_LocalComputer  
   CCE-10595-7 - The "Turn off changing the URL to be displayed for checking updates to 

Internet Explorer and Internet Tools" machine setting should be configured correctly.  
   CCE-946  

 

FAI

L 

( 16.1.0 and 16.1.1)  

 



 

   -- 16.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 16.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="string"></value> 
</registry_state> 

 

 16.2 

  TurnOffConfiguringUpdateCheckInterval_LocalComputer  

   CCE-9776-6 - The "Turn off configuring the update check interval (in days)" machine setting 
should be configured correctly.  

   CCE-237  

 
FAI
L 

( 16.2.0 and 16.2.1)  

 
 

   -- 16.2.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 16.2.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_dword</type> 
  <value datatype="int">30</value> 
</registry_state> 

 

17. ConsistentMimeHandling_LocalComputer 
FAI
L 

 17.1 

  IEProcesses_ConsistentMimeHandling_LocalComputer  

   CCE-10138-6 - The "Consistent Mime Handling: Internet Explorer Processes" machine setting 
should be configured correctly.  

   CCE-382  

 
FAI
L 

( 17.1.0 and 17.1.1 and 17.1.2 and 17.1.3)  

 
 

   -- 17.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 17.1.1 -- 

Actual Expected / Result 

 
If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 



ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 17.1.2 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 17.1.3 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

18. MimeSniffingSafetyFeature_LocalComputer 
FAI

L 

 18.1 

  IEProcesses_MimeSniffingSafetyFeature_LocalComputer  
   CCE-10635-1 - The "Mime Sniffing Safety Feature: Internet Explorer Processes" machine 

setting should be configured correctly.  

   CCE-985  

 

FAI

L 

( 18.1.0 and 18.1.1 and 18.1.2 and 18.1.3)  

 
 

   -- 18.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 18.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 18.1.2 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 



  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 18.1.3 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

19. MKProtocolSecurityRestriction_LocalComputer 
FAI

L 

 19.1 

  IEProcesses_MKProtocolSecurityRestriction_LocalComputer  
   CCE-10265-7 - The "MK Protocol Security Restriction: Internet Explorer Processes" machine 

setting should be configured correctly.  

   CCE-591  

 

FAI

L 

( 19.1.0 and 19.1.1 and 19.1.2 and 19.1.3)  

 
 

   -- 19.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 19.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 19.1.2 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 19.1.3 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 



</registry_state> 
 

20. ProtectionFromZoneElevation_LocalComputer 
FAI

L 

 20.1 

  IEProcesses_ProtectionFromZoneElevation_LocalComputer  
   CCE-10574-2 - The "Protection From Zone Elevation: Internet Explorer Processes" machine 

setting should be configured correctly.  
   CCE-347  

 

FAI

L 

( 20.1.0 and 20.1.1 and 20.1.2 and 20.1.3)  

 
 

   -- 20.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 20.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 20.1.2 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 20.1.3 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

21. RestrictActiveXInstall_LocalComputer 
FAI
L 

 21.1 

  IEProcesses_RestrictActiveXInstall_LocalComputer  

   CCE-10405-9 - The "Restrict ActiveX Install: Internet Explorer Processes" machine setting 
should be configured correctly.  

   CCE-119  

 
FAI
L 

( 21.1.0 and 21.1.1 and 21.1.2 and 21.1.3)  

 
 



   -- 21.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 21.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 21.1.2 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 21.1.3 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

22. RestrictFileDownload_LocalComputer 
FAI
L 

 22.1 

  IEProcesses_RestrictFileDownload_LocalComputer  

   CCE-10578-3 - The "Restrict File Download: Internet Explorer Processes" machine setting 

should be configured correctly.  
   CCE-668  

 

FAI

L 

( 22.1.0 and 22.1.1 and 22.1.2 and 22.1.3)  

 
 

   -- 22.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 22.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 



  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 22.1.2 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 22.1.3 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

23. ScriptedWindowSecurityRestrictions_LocalComputer 
FAI

L 

 23.1 

  IEProcesses_ScriptedWindowSecurityRestrictions_LocalComputer  

   CCE-10604-7 - The "Scripted Window Security Restrictions: Internet Explorer Processes" 
machine setting should be configured correctly.  

   CCE-827  

 
FAI
L 

( 23.1.0 and 23.1.1 and 23.1.2 and 23.1.3)  

 
 

   -- 23.1.0 -- 

Actual Expected / Result 

A version of Microsoft Internet Explorer 8 is installed.  TRUE 

 
 

   -- 23.1.1 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 
 

   -- 23.1.2 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 



</registry_state> 

 
 

   -- 23.1.3 -- 

Actual Expected / Result 

 

If 'Actual' data meets existence peice: at_least_one_exists, 
then 'Actual' data must meet the criteria of 
ALL of the following states: 
<registry_state> 
  <type>reg_sz</type> 
  <value datatype="int">1</value> 
</registry_state> 

 

24. security_patches 
FAI

L 

 24.1   security_patches_up_to_date  
 

FAI

L 

 

 


